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Artificial intelligence is the 
future, not only for Russia, but 
for all humankind. Whoever 
becomes the leader in this 
sphere will become the ruler of 
the world.

- Vladimir Putin, Russian President

From individual use to adoption 
by governments and businesses 
and intranational/international 
collaboration

It is 
everywhere…



Believe they must 
leverage AI to achieve 
growth

C- Suite 
Executives Use AI Technology

Global 
Devices

77% 75%

Statistics 

84%

GCC Retail

Adopted AI in at least 
one business function



Differences
Between
Attacks



Target

• CySec
• Visible. Input output (data)

• AI 
• Subtle. Input output (decision-making)

2. Motive

1. Target“In traditional cybersecurity attacks, systems 
break visibly but in attacks on AI they fail 
unreliably”



Motive

2. Motive

1. Target“Conventional hackers are cat burglars
targeting tangible assets, but AI system 
attackers  are perception thieves”

• CySec
• Tangible. Credentials, credit cards, PII, PHI

• AI 
• Perceptive. Political misinformation, social 

disinformation



Attack Types



A cybersecurity attack that 
overwrites and exploits 
constraints around LLMs and 
chatbots through text 
prompts to elicit 
unauthorized response





A cybersecurity attacks 
tampers with the training 
data by injecting malicious, 
misleading, misclassified, 
and inaccurate data into the 
original dataset

* Figure 7 from Comiter, 2019



* Hosseini, H. et al (2017)

Google Perspective API toxicity rates Google Email Spamming 2018



1

2

Whaling attack (senior sender / urgent 
request)

Bypassed the spam filtering (AI attack)



MITIGATION 
MEASURES



Checkmating
the adversary!



R O NCC R O W
C e n t e r  C o n t r o l

Encryption

• Proprietary data and AI algorithms

Strict Control

• Access controls privileges

Explainability

• transparency



Monitoring

• KPI  baseline and Time-series tracking

Auditing

• Input/Output Analysis

Detection

• Drift and Stability Evaluation

R
R e c o g n i z eControl 

CC
Encryption and  
access control 



This is a filler text so I 

can move on from 

this slide

W
This is another text and it is 
important

Central controls

NO
Monitoring, 
auditing and 
detection

RR O
O b s c u r e

CC
RecognizeControl 

Encryption and  
access control 

Decoys

• Database sets, interfaces, AI models

Maze

• Confusing networks



Mitigation about 

center control like 

in chess  

CC R
W i t h s t a n dObscure

Monitoring, 
auditing and 
detection

O W
RecognizeControl 

Encryption and  
access control 

Fake datasets 
and network 
mazes

System degradation

• Safe rollback of 

compromised models

Redundancy

• Substitute contingency 

subsystems



Mitigation about 

center control like 

in chess some 

more  

So yeah it is lepo

sum sum

Fake datasets 
and network 
mazes

NC R O W
No BlackBoxObscure Withstand

Degradation Full game 
visibility

Monitoring, 
auditing and 
detection

RecognizeControl 

Encryption and  
access control 



Twitter/X: @jamilaelgizuli
LinkedIn: /jamila-el-gizuli

Email: jelgizuli@cyguardconsult.com

Get in touch!

THANK YOU


